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THE UNIVERSITY

Campus by the Numbers of NORTH CAROLINA

at CHAPEL HILL

IP Network  ~ 1771 subnets Spreadsheets on network shares

~ 1212 vlans Assorted Wiki pages

~ 203k public IPs Text notes in DNS/DHCP config files
DNS ~ 915 primary zones ~ 14 Red Hat servers running ISC Bind

~ 484 secondary zones F5 load balancer running out of support

Multiple other groups running servers

DHCP ~ 400 networks 4 Red Hat servers running ISC DHCP

~ 191 shared networks No DHCP failover, just a warm standby

Multiple other groups running servers
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at CHAPEL HILL

. A THE UNIVERSITY
Legacy Architecture @ of NORTH CAROLINA

Hidden Master Zone Transfers

De partment

DMNS Servers

DNS Queries

ns.uncedu ] Active Directory

-. ns2.uncedu
ah
—

Internet

Campus

Campus DHCP Servers De partment

DHCP Servers
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at CHAPEL HILL

. A THE UNIVERSITY
The Need: DDI Solution @L of NORTH CAROLINA

Acronym of Acronyms

e Greater than the sum of the parts

IP Addresses and Services

e Configure
e Automate
e |ntegrate
e Administer
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Essential Design Goals

—_% THE UNIVERSITY
” I of NORTH CAROLINA
$ at CHAPEL HILL

iabili Trustworthy
Reliability S
ili Virtual
Scalability Appliances
Administration Centralized
Management
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World-class
Support

Anycast &
Split-view

Delegated
Admin Access

Isolate Fault
Domains

Performance
Thresholds

Ensure Data
Consistency



A THE UNIVERSITY
Virtual Appliance Design - Diversification [l | o xorrn carorina
e

at CHAPEL HILL

g ext-nsl

o int-ns3

R t-ns2 Three Datacenters

_ESXi g

o ipam2

d ext-ns2

Phillips g _ESXi g e Two Hardware Setups

e Cisco UCS — standard offering
e Standalone ESXi — dedicated

o int-nsl

&

Franklin g UCS &

o ipaml
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THE UNIVERSITY

Anycast for Campus i cmaver iy

core-p | core-m [N Ty

e Equal-cost multi-path routing
. . e Connected to network cores
INt-ns4 INt-ns3 | |

e Service aware advertisements
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Organize and Cleanup

What we needed to do anyway:




devel.phpipam.net/1.3/tools/search/10.10.

{phpIPAM} 1

What about those spreadsheets?

Search IP database

‘ 10.10. search
Subnets @ IP addresses & VLANs @ VRFs @ PSTN

Leverage an IPAM database

& Export All results to XLS

Search results (Subnet list):

e phplPAM bridging the gap soton Sare owrpion Mamcstro v

Servers 10.10.0.0/16 vpn £ Test folder disa

PY I p t h t d t ENET 10100024  edede / disa
m O r S e e a a Servers 10100024 1 10.10.0.0/16 33 disa

. h f- ENET 10.10.0.0/30 10.10.0.0/24 test VAF_VIAN  disa

* Compare with router configs e b, Gikied o i

Servers 10.10.4.0/24 3 10.10.0.0/16 disa

e Compare with DNS/DHCP configs T
e Make it the authoritative source o .

Search results (IP address list):

IP address Description Hostname Devi
= (0.0.0.09

10.10.01 /
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ENET :=: test (10.10.10.0/24)




. —_\ THE UNIVERSITY
LOOklng at DNS @ of NORTH CAROLINA

at CHAPEL HILL

Data Cleanup Measure Performance

e Lame delegations e Normal query load
e Overlapping zones e Peak query load
e |nvalid record types e Query latency

e Typos in source files
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at CHAPEL HILL

. =\ THE UNIVERSITY
LOOklng at DHCP @ of NORTH CAROLINA

Data Cleanup Measure Performance

e Invalid networks e Normal load
e Invalid ranges e Peak load
e Fixed address validation e DHCP latency

e Server use validation
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THE UNIVERSITY

. —
Various Types of DDI Vendors @ of NORTH CAROLINA

at CHAPEL HILL

T Midsized vendors, Smaller or
& DDI-centric regionalized vendors

e Microsoft e |Infoblox e EfficientIP
e Cisco e BlueCat Networks e FusionlLayer (Nixu)
e BT Diamond IP e Nokia VitalQIP e Men & Mice
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THE UNIVERSITY

Decision Process of NORTH CAROLINA

at CHAPEL HILL

Identify Information Evaluate Purchase
WEELS Search Alternatives Process

Deployment
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[ . A THE UNIVERSITY
Infoblox Migration @L of NORTH CAROLINA

Professional Services @
e Analyze exported data

e Migration planning
Cutover Rehearsal Deploy
e Export phplPAM CSV

e Export DNS/DHCP configs
e Run Data Import Wizard

e Start and stop key services
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A THE UNIVERSITY
DHCP Shell Game @L of NORTH CAROLINA

at CHAPEL HILL

Before Cutover Populate routers ip-helpers

e |SC DHCP on
¢ Infoblox DHCP off

Leave Infoblox DHCP off

After Cutover
e ISC DHCP off Step down lease timers

¢ Infoblox DHCP on
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A THE UNIVERSITY
DNS Shell Game @L of NORTH CAROLINA

at CHAPEL HILL

_ Shift published names to new
e Used with

Domain external Infoblox addresses
Registrations

Shift published IP address to
new internal Infoblox Anycast

e Used with

Client Free up old hardware
Resolvers
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Campus Adoption

Where we are now:




at CHAPEL HILL

. =\ THE UNIVERSITY
Ong()lng Goals @ of NORTH CAROLINA

Options for Access to manage data already in Infoblox

Departments _
Potential to replace department servers

New service features

Streamline Domain registration and hosting
Existing _
Processes Security work flows

Automate and integrate where possible
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THE UNIVERSITY

Tripping Points of NORTH CAROLINA

at CHAPEL HILL

Dynamic DNS

e Enabling DDNS affected Windows AD
e Option 81 was needed

User’s Learning Curve

e \Well known IP addresses live on
e Split-view DNS is new and confusing

10/1/2018 Information Technology Services 23



Questions?

Will Whitaker
will.whitaker@unc.edu
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